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1. Purpose and Scope
This policy aims to ensure the safe, responsible, and appropriate use of technology by all staff, students, and visitors within our Alternative Provision setting. It reflects our commitment to safeguarding and promoting the welfare of young people, many of whom may be especially vulnerable to online risks.

This policy applies to:
· All students attending the AP.
· All staff, including teaching and support staff.
· Visitors, contractors, and volunteers using school ICT resources.
· Use of school-owned devices and personally owned devices used on-site or for learning purposes.

2. Aims
· Promote safe, respectful, and effective use of digital technologies.
· Protect young people from harmful online content, grooming, exploitation, and cyberbullying.
· Encourage positive digital citizenship and resilience.
· Prevent misuse of ICT equipment and internet resources.
· Comply with data protection legislation (e.g. UK GDPR, DPA 2018).

3. Roles and Responsibilities
· Senior Leadership Team (SLT)
· Ensure all staff understand the policy and receive appropriate training.
· Appoint an E-Safety Lead to oversee online safeguarding practices.
· E-Safety Lead / Designated Safeguarding Lead (DSL)
· Monitor online safety concerns and respond to incidents.
· Coordinate training and awareness for students and staff.

Staff
· Model safe and responsible ICT use.
· Report any concerns related to online safety or misuse.
· Supervise students during all use of technology.

Students
· Follow the Acceptable Use Agreement.
· Report any upsetting or inappropriate content immediately.
· Use technology respectfully and responsibly.

4. Acceptable Use Agreements
· All students and staff are required to sign an Acceptable Use Agreement (AUA). This outlines expectations around:
· Internet access and appropriate browsing.
· Email and messaging platforms.
· Use of personal devices (if allowed).
· Respectful online behaviour.
· For students with SEN or behavioural needs, AUAs may be adapted and explained using age-appropriate language or visual aids.

5. Online Risks and Safeguarding
· We recognise that students in AP settings may be at greater risk of:
· Online grooming and exploitation.
· Exposure to extremist or harmful content.
· Cyberbullying or peer pressure.
· Inappropriate self-expression or risky behaviour online.
· Our filtering and monitoring systems help safeguard students by:
· Blocking access to harmful or inappropriate websites.
· Monitoring keyword searches, chat logs, and internet history.
· Alerting staff to concerning behaviour or content.

6. Education and Support for Students
· We provide regular e-safety education through:
· PSHE / Life Skills lessons.
· Targeted support for vulnerable students.
· Assemblies or workshops led by external agencies (e.g. CEOP, NSPCC).

Topics include:
· Online grooming and exploitation.
· Sexting and image sharing.
· Managing screen time and social media use.
· Mental health and online wellbeing.
· Reporting abuse or online harm.

7. Use of Mobile Devices
Students:
· Mobile phone use is restricted during school hours unless part of a supervised learning activity.
· Devices may be confiscated if used inappropriately.
· Students may be asked to hand in phones at the start of the day.

Staff:
· Staff must use work-approved devices when accessing student data.
· Personal phones should only be used during breaks or in line with the staff code of conduct.

8. Social Media
· Staff must not add or communicate with students via personal social media accounts.
· Students are encouraged to think critically about what they share and view online.
· Cyberbullying, harassment, or inappropriate posts made outside of school will be taken seriously and may lead to disciplinary action or safeguarding referrals.

9. Data Protection and Privacy
· Staff must handle student data in line with GDPR and our Data Protection Policy.
· USB drives and personal storage devices are not permitted unless encrypted and approved.
· All devices must be password protected and locked when unattended.

10. Responding to Incidents
· All online safety concerns must be reported to the DSL or E-Safety Lead. Incidents may include:
· Access to inappropriate content.
· Cyberbullying or threats.
· Suspected online grooming.
· Sharing of inappropriate images.
· Actions taken may include:
· Support and safeguarding intervention.
· Parent/carer involvement.
· Police or external agency referral (e.g. CEOP).
· Restriction or removal of ICT access.

11. Monitoring and Review
· This policy is reviewed annually or in response to:
· Changes in legislation or technology.
· Safeguarding incidents or concerns.
· Updates from local safeguarding boards or government guidance.

12. Linked Policies
· Safeguarding and Child Protection Policy
· Behaviour Policy
· Staff Code of Conduct
· Data Protection Policy
· Anti-Bullying Policy
